MpuopbaHk

[NTOJINTUKA KOHOUJIEHIINAJIBHOCTHU «ITPUOPEAHK» OAO
PRIVACY POLICY OF PRIORBANK JSC



«Ipuopbanx» OAO, (manee —  baHk),
Omaromaputr Bac 3a TpOSIBICHHBIM HWHTEpPEC K
MIPOAyKTaM U yciayraM banka.

3amuTa NepcoHaNbHOW WH(OPMALUU KIUESHTOB
OYeHb BaXXHA JUII HAc, IIODTOMY MBI C OCOOBIM
BHUMa@HHEM OTHOCHMCSl K 3allUTE JAHHBIX, KOTOpbIE

coOuparorcs, XpaHsTCA, HepefatTCs u
oOpabatbiBatotcst bankom.

CepBHCHI banxka [IPEICTaBIISIIOT coboit
MOOWIIbHBIE TIPUIIOKECHNS, TIO3BOJISIOIINE

[lonp30BarensM OCYLIECTBIATh B3aUMOJIEHCTBUE C
BankoMm B paMKkax 3aKIIFOYCHHBIX JOTOBOPOB, a TaKXkKe

0e3  3aKIIOYEeHHMs  TaKOBBIX,  BKJIIOYasg  OOMeH
nHpOpManMel W COBEpHICHWE OIepanuid depes
WuTepHeT WM COCIMANbHOC MPHIOKCHUE IS

MOOHMJIBHOTO yCTpoWcTBa (cMmapTdoHa, IUIaHIIETa W
T.L.).

IHoaydenne noctyna k mcmoJib3oBannio CepBHCOB
Banka  o3Hauaer  0e30roBOpOYHOe  corjacue
Ilonb3oBaTesneil ¢ MOJIOKEHUSMHM  HACTOSIIEH
HoauTnkn KOH(PUIEHUHAIBHOCTH.

Bbankom obecrieunBaeTcs
MEPCOHATBHOW  MH(OPMAIUH,
[Honb3oBareneit CepBucon banka.

Hacrosmass IlommTtHka KOH(UAESHINAIEHOCTH
pa3paboTaHa ¢ LENbI0O YKa3aHWs TEpeyHs [aHHBIX,
KOTOpBIE MOTYT OBITh 3ampoueHs! y I[lonp3oBareneit
CepBucoB banka, a Take crnoco0oB 00pabOTKU
BaHKOM M MHBIMM JIMLIAMHU TaKUX JaHHBIX.

B nacrosime#t [Nonutrke kKOH(DUICHINAIEHOCTH
TaKkXKe yKa3aHbl IIeTH, MO KOTOPBIX  MOXKET
3alpalliBaThCs WM  PACKPHIBAThCSA IEpCOHANbHAS
nHpopmanus [Tonp3oBarerneii.

B macrosmmeit [Nonutrke KOH(OUICHINAIEHOCTH
TaK)Ke yKa3aHbl OCHOBHBIE MEPHI IPEIOCTOPOKHOCTH,
KOTOpBIE TOJDKHBI IpenpuHnMarhes [lonp3oBaTensiMu
JUIL TOTO, YTOOBI WX TIEpcOHANbHas HH(OPMAIH
ocTaBaJiach KOHQUICHIINATHLHOM.

Hacrostee ITonoxenue IIPUMEHSIETCS
HCKIIIOUUTENILHO K MHpOpManuy, Kotopas Obuia
moigydeHa baHkoM B pe3ynbTare HCHOJIB30BAHUS
Cepaucos banka Ilons3oBaTensimu.

1. IToryyaemass M mucnoab3dyemMas HHGopManus
Ioan3oBaTelieii, a TAKkKe eI ee UCIOTb30BAHUS

Wudpopmamms  [lomp3oBareneld  coOmpaercs
BaHKOM HCKIIIOUMTENFHO B IIEIAX OKa3aHMSA YCIyT
[Monb3oBaremnsiM, 11 npenocTasieHus [lonp3oBaTensm
nadopmanmn 00 okaszpiBaeMbIX baHKOM ycmyrax u
(unm) mpemaraeMbelXx baHkoM mponykrax; a Takxke ¢
LENBI0  CO3MaHUs, pa3pabOTKH, COMPOBOXKICHHUS,
yhopaBieHus u ymy4imeHus pabotsl CepBucoB banka; B
PEKIaMHBIX U MapKETHHIOBBIX IIEJISAX; B MHBIX APYTHX

0e30I1aCHOCTh
[OJIy4aeMoil ~ OT

LeNsAX, YKa3aHHbIX B  Hacroamed  I[lonmutuke
KOH(UIEHITNATLHOCTH.

B pamkax HaCTOSIICH TTomutrku
KOH(UICHIIMATBHOCTH 3 (o) uHpopManuei
ITonb30Bareis [IOHUMAETCS: TepPCOHANbHAS
uHpOpMaLHS, KOTOPYIO [Monn30Barens
CaMOCTOSTEILHO MPEIOCTABISICT Banky npu
3aKIIIOUYCHUH JOTOBOPOB, CO3IAHMH YYCTHOW 3aIliCH,
perucTpanii W T, a TaKkKe B IpoIlecce
ucnons3oBanuss  Cepuca (PUO, moxn, ampec

AJIEKTPOHHOH MOYTHI, HOMEp TeledoHa  T.J.); & TAaKKe
aBTOMAaTHYECKU IepeliaBacMble JaHHbIe B IpOIecce
ucnosb3oBanuss CepBucoB baHka, B TOM uucie, HO He

We at Priorbank JSC (hereinafter — the Bank)
would like to thank you for your interest in the Bank’s
Products and Services.

The protection of your personal information is
very important to us and we are committed to the
protection of data that are collected, stored, transferred
and processed by the Bank.

The Bank’s Services are mobile applications that
enable Users to communicate with the Bank under
executed banking service contracts or without any such
executed contract, including information exchange and
performing transactions on the Internet or by using a
special mobile device (smartphone, tablet PC, etc.)
application.

By accessing, the Bank’s Services a User consents
without reservations to provisions of this Privacy
Policy.

The Bank shall protect the security of personal
information received from Bank Service Users.

This Privacy Policy has been designed to specify
details that may be requested from Bank Service Users
and ways in which such details may be processed by the
Bank or other parties.

This Privacy Policy also specifies purposes for
which Users’ personal information may be requested or
disclosed.

This Privacy Policy further specifies basic
precautions that Users must follow to keep their
personal information confidential.

This Regulation shall apply exclusively to
information received by the Bank because of use of the
Bank’s Services by Users.

1. User information received and used and purposes
of such use

The Bank collects User information exclusively
for purpose of providing services to Users and for
purposes of informing Users on the Bank’s services
and(or) products; as well as creation, development,
support, management and improvement of the Bank’s
Services; for advertising and marketing purposes; and
for other purposes mentioned in this Privacy Policy.

In this Privacy Policy User information means
personal information that a User passes to the Bank on
his or her own when concluding contract, creating an
account, registering, etc. and while using a Service (full
name, sex, e-mail address, telephone number, etc.); as
well as data transmitted automatically during use of the
Bank’s Services including but not limited to IP address,
characteristics of the mobile device used for access
purpose, platform information and etc.




orpannunBasck: [P-aapec, cBemeHUS O MOOMILHOM
YCTpOMCTBE, € KOTOPOTO OCYLIECTBIAETCS IOCTYTI,
cBezieHus o marpopme U T.1.

I[Ipu wucnons3zoBannu CepBucoB banka Moxer

ObITh  3ampolleHa W TOJNydeHa  CIeXyrommas
nHpOpPMALHS:
Hudopmanus o IHoan3osaresne. IIpu cozganuu
YYETHOW 3amicu W/wim  perucrpauuu  bankom
3anpamuBaercs uHGopmaius o  [lomb3oBarerte,
Hanpumep, ®UO, mon, nmara poxaeHus (Bo3pact),
HOMEp rnacropTa u (mnn) JIMYHBIN
(uneHTH(UKAIMOHHBIN)  HOMEp, JaTa  BbIga4u
macropra, OpraH  BBIABIIMM  IACHOpPT,  ajapec
MPOKUBAHUA, aJpPEC ICKTPOHHOM IIOYTHI, HOMEpP
TenedoHa, maHHBIE O MecTe padOTB, a TakKe
PEKBH3HUTHl OaHKOBCKMX KapTOUYEK, CYETOB. baHKOM
TaKkKe MOXET OBITh 3aIpolIeHa JOMOJHHUTEIbHAS
nHpOpMALHS.

ITpu otnensHo nanHoM cortacuu [lonb3oBarens

bankoM MoxeT OBITh TMOJy4YeHa HWHPOPMAIUSI O
KOHTaKTHBIX MaHHbIX [lomb3oBarens (tenedonHas wu/
ni aapecHass KHUra, KOHTAKThl B MO6I/IJ'IBHOM
YCTPOHCTBE, HCTOpPHA 3BOHKOB, cojepxanue CMC
COOOIICHHMIA).
Nudopmanuss o0 MOOMIABHOM  YCTpOMicTBe W
(daiisoBoii cucreme. baHkoM cobuparoTcs HaHHBIE O
MOOMIBHBIX ycTpoicTBax Ilonb3oBareneil, Takue Kak
MIPOM3BOJUTENb W MOAENb YCTPOMCTBA, pa3pelicHHe
9KpaHa YCTPOWCTBA, BEPCHS M S3BIKOBBIC HACTPOWKH
OHepaHHOHHOﬁ CHCTCMBI, YHUKAJIbHbIC
nIeHTU(HUKATOPbl YCTPOWCTBA, NaHHbIE 00 omeparope
MOOWJIBHOW CeTH, HOMepe MOOHWJIBHOTO TenedoHa.
Kpome Toro, maeHtudukaTop ycTpoiicTBa W HOMEp
MOOHWJIBHOTO Tene(oHa MOTYT OBITh TNPHUBS3aHBI K
yudeTHoii 3anucu ITosnb30Barens.

[Ipn otnensHO nanHoM cortacuu [lonb3oBarens
BbankoM MoxeT OBITh TIOJTyYeH AOCTYI K OTO, BUIEO U

npyruMm  ¢aiinam  [lonmb3oBarens Ha  MOOMIBHOM
YCTPOMCTBE.

HNudopmanus o mecrononoxkenun. Cepsuchl banka,
MOJICP)KUBAIOIINE  (YHKIHIO  reorpaduyeckoro
MECTOIOJIOKECHHUS MOOHMIIBHOTO yCTpOHCTBa
ITonb3oBarens, no3Boysir0T  banky — momyuwarts

uHPOPMALIHIO 0 MecTe (PaKTHUESCKOTO MECTOIOIOKEHHUS
ITonb3oBarens, Bkmouas manaele GPS/TJIOHACC,

OTIpaBisieMble  MOOWJBHBIM  ycTpoiicTBoM. [lpu
HCTIONB30BaHUH CepBuCOB, bank MOJTy4yaeT
nHpopmanuro 0 CTpaHe MECTOHAXO0XKICHHUS
[Nonp3oBarens.

Nudopmanuss o coBepumaembix omepauusix. [lpu
COBEpILICHNH ONEpaldil OIUIaThl TOBapoOB M YCIYT,
JICHEXKHBIX NIEPEBOIOB U Ipouero, bankoM cobupatores
JAHHBIE O MECTE, BPEMEHH H CyMME COBEPIICHHBIX
ornepanyii, TUM crocoba OMIaThl, JaHHBIE O MPOJABIIE
W/WIM  TOCTABIIMKE YCIyT, OIWCAHUSA TPUYUHBI
COBEpUICHHs OIEpally, €CIIM TaKOBbIE HMEIOTCH, a
TaKKe  HMHYIO  MHQOpPMAIMIO,  CBA3aHHYID  C
COBEPIIEHHEM YKa3aHHBIX BbIIIE ONEPaIuil.

Ipu HCHOJIb30BaHUH nHpopmanuu
Ionp3oBareneil baHk pykoBOACTByeTCs HacToALIEH
[MonuThkoi  KOHOUICHINAILHOCTH, yCIOBUSIMU
3aKJIIOUEHHBIX IOTOBOPOB, a TAKXKE 3aKOHOAATEILCTBOM
Pecny6nuku benapycs.

HNudopmanus 06 ucnoabzoBanuu Cepsucon. [Ipu
ncnons3oBannu  [lonp3oBarenem CepBucoB, bank

The following information may be requested and
received during consuming of the Bank’s Services:

User information. When a User creates an account and/
or registers, the Bank requests User information such as
full name, sex, birth date (age), passport number and (or)
personal ID number, passport issue date, authority that
issued the passport, residence address, e-mail address,
telephone number, information about place of
employment and details of the bank cards and accounts.
The Bank may also request additional information.

Subject to a User’s separate consent, the Bank may
receive a User’s contact details (telephone and/or
address book, mobile device contacts, phone-call
history, SMS content).

Mobile device and file system information. The Bank
collects details of Users’ mobile devices such as the
mobile device vendor and model, device screen
resolution, operation system version and language
settings, device unique identifiers, mobile network
details and the mobile telephone number. In addition,
the device identifier and the mobile telephone number
may be linked to the User’s account.

Subject to a User’s separate consent, the Bank may
get to photos, videos, and other User’s files on mobile
device.

Location information. The Bank’s Services that
support the User mobile device geographical location
function enable the Bank to receive details of a User’s
actual location including GPS/GLONASS data sent by
a mobile device. The Bank collects information about
country, where the User is located, while the Bank’s
Services are in use.

Transaction information. When goods and/or services
are paid for, when money is transferred, etc., the Bank
collects transaction location, time and amount details,
payment method details, seller and/or service provider
details, details of the reason for the transaction (if any)
and other information related to such transactions.

The Bank shall use and process User information
in accordance with this Privacy Policy, terms of
concluded contracts and legislation of the Republic of
Belarus.

Service usage information.




nosy4aeT HMHGOPMAUMIO O HadaJlle M OKOHYAaHWHU
ucnone3oBausi  CepBHCOB,  NPOJOJDKUTEIHLHOCTH
ucnone3oBanns CepBUCOB, IEpeXxolnax Ha CTPaHHUIEI
(okpanb1) CepBHCOB, a Take 00 ommuOKax,
BO3HHKAIOIIUX B IpOIecce UCIoNb30BaHus CepBHCOB.

2. IIpenocraBnenne nupopmanuu Ioan3zoBaresnei
TPeTHUM JTHIAM

bank 0Ge3 paspemwenust [lomb3oBarens He
nyOaMKyeT WM He  pacKphlBaeT  JIMYHYI0 U
KOH(UACHIMAIBEHYI0 MH(OPMAIHMIO, 32 MCKIIOYEHHEM
CllydaeB, yKa3aHHBIX B HacTosel [TonuTtuxe

bank BmpaBe mpenocTaBuATH HH(POPMANIUIO
[omp3oBareneit cBomM adPUIMPOBaHHBIM  JIHLIAM
Banka. [lpm sTom ad¢mmpoBanapie numa banka
00s13aHBI IPUEPKUBATHCS CTAHAAPTOB, U3JIOKCHHBIX B
Hacrosmei [TomnTike KOHUACHIIMATBPHOCTH. baHKoM
He mpenoctasuserca wuH(popmarms Ilomp3oBareneit
JIPYTUM OPraHU3alusIM W/WiIK (U3NYECKUM JIMIaM, 3a
HUCKIIIOYCHUEM TCPCUNCIICHHBIX HUXKE CIIy4YacB:
— Iloan3oBaTeab aand Ha 3TO cBoe coryacue. Jins
npenocTapieHus bankom unpopmarmu [lons3oBareneit
opuandeckuM  Hu  (win) QunMueckuMm JMLaM, He
adppumupoBanHeIM ¢ baHkoM,  3ampammBaeTcs
JIOTIOJTHUTENbHOE cortacue lomb3oBaremneit.
— Ilo TpeOOBAHUIO el CTBYIOLLEro
3aKOHOJaTeJbCTBA. Bankom TIPEIOCTaBISIETCS
nadopmanms [lonp3oBareneil B TOM ciydae, €ciH

MOJyYeHHE, KCIOJIb30BAHUE W PACKPBITHE TaKOH
nHpopMannK HEOOXO0IUMO C IETBIO:

*  BBINOJHCHUS  TpeOOBaHMU  3aKOHOJATEIbCTBA
Pecny6onuku benapycs.

hd BBIABJICHUA, MpeCCUYCHUA NN HHOT'O
BOCHPEIIATCTBOBAHUA MOMICHHUYECTBY, a TaK¥XeE
YCTPAHEHUS TEXHHUYECKUX COOCB WK  MpobiIeM
0€30MacHOCTH.

bankoM Moryt mpenoctaBisThCs 00OOIICHHBIC
oOesnmmueHHbIe nMaHHBIC [lomb3oBarenelt  CepBHCOB
banka  maptHepam,  TakuUM Kak  H3JaTelH,
peKJIaMOIaTeN! | T.11. (HarpuMep, C LEeJIbI0 IPOBEICHHS
CTAaTUCTUYCCKHUX U UHBIX HCCJ’[e}IOBaHHﬁ).

Bank HHM Tpu KakuX O0OCTOATENBCTBAX HE
Hy6.HI/IKyeT JIMYHBIC U KOH(I)I/II[QHHI/IaHBHI)Ie JaHHBbIC,
CBSI3aHHBIE € (MHAHCOBOW  WIM  IUIATEXKHOU
JACATCIbHOCTBIO, a TAKXKE IPOYNE I/I)IeHTI/I(bI/IKaHI/IOHHBIe
nanuble ITonp30BaTenci.
3. Mepbl 0e30macCHOCTH, MCHOJb3YyeMble [JIs1
cOXpaHeHMs KOH(PHIEeHIHAJBLHOCTH HH(OPpMALMHU

baHkoM npennpuHMMANOTCS BCE BO3MOJXKHBIC
Mepel sl obecriedeHHus OE30IacHOCTH M 3aIlUThHI
HHPOPMALUU ITonb3oBareneit oT
HECAaHKIIMOHHPOBAHHBIX TIOTIBITOK J0CTyTIa,
W3MCHEHHMS, PACKPBHITUS WM YHHYTOXKCHHUS, a TaKxKe
MHBIX BHJOB HEHAJUIEKAIIETO UCIIOIb30BaHNU.

ITonb30Barens AOMKEH XPAHUTD JJAHHBIE YUYETHOM
3aIlcH, TaKhe KaK JIOTHH U MapoJib, aBTOPU3AI[HOHHBIN
KOJI, BTalHE OT TPETHUX JIUII.

ITonp3oBarens  00sI3yeTcd  HE3aMEIIUTENBHO
coobmars banky o moboMm ciydae 1OmO3peHHMS
HECaHKIIMOHUPOBAHHOIO HCIOJb30BAHUS €r0 Y4eTHOH
3aIUCH.

CoOmonenne [lonmp3oBareneM  peKkoMeHAAIMH
banka  mo3BosmT < obOecmeunTh  MaKCHMAJbHYIO
COXpaHHOCTh TpefocTaBieHHon banky nHpopManuy.

While the Bank’s Services are in use, the Bank collects
information about the time Services were launched and
closed, the duration of the Service usage, page surfing
(screen switching) in the Service as well as occurred
crashes and errors.

2. Passing User information to third parties

The Bank doesn’t publish and disclose personal
and confidential information without User’s permission
except cases, mentioned in this Privacy Policy.

The Bank shall be entitled to pass User’s
information to the Bank’s affiliated persons. The Bank’s
affiliated persons shall adhere the standards, provided
by this Privacy Policy. The Bank shall not pass User’s
information to other third party legal entities and/or
private individuals that are not associated with the
Bank except:

— with the User’s consent. A User’s additional
consent is requested by the Bank to pass User’s
information to third party legal entities and (or) private
individuals that are not affiliated with the Bank.

— as required by current legislation. The Bank
provides User’s information if such information is
required to be received, used and disclosed for purposes
of:

+ implementation of legislation requirements of the
Republic of Belarus;

« detecting, stopping and otherwise preventing fraud and
remedy of technical faults or security issues;

The Bank may provide generalized and
depersonalized data of Bank Service Users to partners
such as publishers, advertisers, etc. (e.g. for statistical
and other research purposes).

The Bank under any circumstances will not
publish personal and confidential data User's data
related to transaction or payment activities, as well as
other identification data of the Users.

3. Security measures used to keep information
confidential

The Bank shall take every possible measures to
ensure that User information is secure and protected
from unauthorized access, modification, disclosure or
destruction and other improper use.

A User must keep account details such as the login
and the password secret, authorization code from third
parties.

A User shall promptly inform the Bank of any
suspected unauthorized use of his or her account.

User compliance with the Bank’s
recommendations will help to ensure maximum
protection of information passed to the Bank.




Bbank oOecrmeunBaeTr COOTBETCTBHE OHOIMOTEK,

CTOPOHHHMX  pPa3pabOTYUKOB,  HCIOJB3YEMBIX B
CepBucax HacTosLEeH ITonuTuke
KOH(HICHIIMATHHOCTH.

VYnanenue M0JIb30BaTENbCKUX JTaHHBIX,

coOpaHHBIX baHkoM B Tmpolecce HUCHONb30BaHUS
CepBHCOB ~ OCYIIECTBISICTCS B  COOTBETCTBHH  C
3aKoHOJaTenbcTBOM PecnyOmmku bemapycs.
4. U3menenne IoauTuKN KOH(PUAEHUMAIBHOCTH.
IIpuMeHnMoe 3aKOHOAATENBCTBO

bank Brpase B m000€ BpeMs, B OJJHOCTOPOHHEM

NOpSAKE BHECTHM M3MEHEHHMS M [JONOJHEHHUS B
MOJIOKECHUS HacTosIIeH IHonuTnku
KOH(UICHIINATBHOCTH.

Hosas penakums TonmuTnku

KOH(MAECHIIMAILHOCTH BCTYIIAET B CHIIy C MOMEHTA ee
pasMmemieHuss B ceTH VIHTepHeT, eciau HHOE He
MPEIYCMOTPEHO TIONOXKEHUSMH HOBOM  pemaxkuuu
[MonnTHky KOH(UAESHINATEHOCTH.

Bce Bompockl, yperyimpoBaHHBIE HacTOAIMICH
[MonuTHKO# KOH(PHUIACHIINATBHOCTH IOJDKHBI PELIaThCs
B COOTBETCTBHM C 3aKOHOJATENLCTBOM PecmyOmmkun
Benapycs.

The Bank ensures compliance of the third party
frameworks, used in the Services, with this Privacy
Policy.

User’s data, collected during Service usage period, to be
removed in accordance with the legislation of the
Republic of Belarus.

4. Changes to this Privacy Policy. Applicable
legislation

The Bank shall be entitled to unilaterally update
and change provisions of this Privacy Policy at any time.

Any new version of the Privacy Policy shall be
effective from its publishing on the Internet unless
otherwise provided in such new version of the Privacy
Policy.

All other issues that are not settled by this Privacy
Policy shall be solved in accordance with the legislation
of the Republic of Belarus.
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