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[TOJIMTUKA KOHOUJEHIMAJIBHOCTU «ITPUOPBAHK» OAO
PRIVACY POLICY OF PRIORBANK JSC



«[Ipuopbank» OAO, (manee —  bBank),
Omarogaput Bac 3a TpOsABICHHBIH WHTEpEC K
MPOAyKTaM H yciayraM banka.

3ammra nepcoHaIbHON HH(MOPMAIMK KIHUCHTOB
OYCHb BaXHA [T HAC, IMOATOMY MBI C OCOOBIM
BHMMAaHHEM OTHOCHMCS K 3alllUTE JaHHBIX, KOTOpHIE

cobuparorc, XpaHsTCs, HepearTCs u
oOpabartsiBarotcst bankowm.

Cepsucsl banka IPEACTaBIISAIOT coboit
MOOMIIbHBIC MPWIIOKEHNS, TIO3BOJISIOIIHE

[lonp30BarensiM OCYIIECTBIATH B3aUMOJIEHCTBUE C
BankoM B paMKax 3aKIIFOYEHHBIX JOTOBOPOB, a TaKXkKe

0e3  3aKIIOYeHHs  TAaKOBBIX, BKJIOYas  OOMeEH
nHpOpManueil W COBEpHIICHWE OIepamuid depes
WNuTepHeT WM COCIMAIbHOC TNPHIOKCHHUE — UIS

MOOMJIBHOTO yCTpOWcTBa (cMapT(oHa, IUIaHIIETa W
T.IL).

IHonydenne nocryna k mcmoJib3oBannio CepBHcoB
Banka  o3Hauaer  0e30roBOPOYHOE  COIJIacHe
Ilonb3oBaTesneii ¢  MOJIOKEHMAMHM  HACTOSILIEH
HonuTnkn KOHPUAEHUNATBHOCTH.

Bbankom obecrieunBaeTcs
MEpCOHATBHOW  MH(pOpMAIUH,
ITonb3oBareneit CepBucoB banka.

Hacrosimass IlonmnTuka KOH(MAECHINAIFHOCTH
pa3paboTaHa ¢ LENbI0 YKa3aHWs IEpeYHs JaHHBIX,
KOTOpBIE MOTYT OBITh 3ampomeHsl y I[lomp3oBarterneit
CepBucoB banka, a Takxke crnoco0oB 00paboTKu
BaHKOM M MHBIMH JMLIAMHU TaKUX JaHHBIX.

B nacrosimeit [onutrke koH(OUICHINAIEHOCTH
TaKkKe yKa3aHbl IIeTH, JJII KOTOPBIX  MOJXKET
3aMpallvBaThCsl WM PACKPHIBATHCS IEPCOHAbHAS
nHapopmanus [lonxp3oBaTeneii.

B macrosmmeit [Nonmutrke KoH(OHUICHINAIEHOCTH
TaKKe yKa3aHbl OCHOBHBIE MEPHI NPEJOCTOPOKHOCTH,
KOTOpBIE IOJDKHBI TIpeinpuHAMaThest [lons3oBaTensiMu
JUIL TOTO, YTOOBI WX TMepCOHalbHAs WH(pOPMAIHs
ocTaBasiach KOHQUICHIINATHLHOMN.

Hacrosiee ITonoxenue IIPUMEHSIETCA
HCKIJIIOYMTEIBHO K HHpOpManuu, Kotopas Obuia
moimydeHa baHkomM B pe3ysnbTaTe HCIOJIB30BAHUSA
Cepsucos banka [Tons3oBatensmu.

1. ITonyyaemass M wucnoab3dyemasa HHGpopManus
oan3oBarelieii, a TAKkKe LEJIH ee HCNOIb30BAHUS

Uudpopmanms  [lonp3oBatenmeit  coOupaercs
BaHKOM HCKIIIOUHMTENPHO B LENSAX OKa3aHMS YCIyT
[Monp3oBarensm, i npexocraBienus [loxp3oBaTensm
nHdopmannn 00 okaspiBaeMbIX baHkKOM ycmyrax u
(wnm) mpeularaeMelx baHKOM mpojykTax; a Takxke ¢
LENBI0  CO3JAaHusA, pPa3pabOTKH, COMPOBOXKICHHUS,
ynpaBieHus U yiayqmeHus pabotsl CepsucoB banka; B
PEKITaMHBIX MU MapKETHHIOBBIX LIENAX; B MUHBIX JIPYTHUX

0e30I1aCHOCTh
[OJIy4aeMol  OT

LensX, YKa3aHHbIX B Hacrodmed  [lonmutuke
KOH(UIEHITNATEHOCTH.

B pamkax HaCTOSIIEeH TTomuTrku
KOH(HICHIIHATBHOCTH 1 (o) uHpopManuei
Ilonp3oBaTens IIOHUMAETC: MepCcoHaNbHAs
uHpOpMaIus, KOTOPYIO Ilonp3oBarenn
CaMOCTOSTEIIBHO [IPEIOCTaBIISIET banky npu
3aKJIIOYEHUU JI0TOBOPOB, CO3/IaHUM YYETHOW 3aIlucH,
perucTtpani “ T, a TaKkKe B  IpoIecce
ucnons3oBanuss  CepBuca (OMO, mom,  ampec

9JIEKTPOHHOH MOYTHI, HOMEp TeledoHa U T.1.); a TaKXKe
ABTOMATHYECKH IepeliaBaeMble JaHHbIE B Mpolecce
ncnonp3oBanus CepBucoB baHka, B TOM ducie, HO He

We at Priorbank JSC (hereinafter — the Bank)
would like to thank you for your interest in the Bank’s
Products and Services.

The protection of your personal information is
very important to us and we are committed to the
protection of data that are collected, stored, transferred
and processed by the Bank.

The Bank’s Services are mobile applications that
enable Users to communicate with the Bank under
executed banking service contracts or without any such
executed contract, including information exchange and
performing transactions on the Internet or by using a
special mobile device (smartphone, tablet PC, etc.)
application.

By accessing, the Bank’s Services a User consents
without reservations to provisions of this Privacy
Policy.

The Bank shall protect the security of personal
information received from Bank Service Users.

This Privacy Policy has been designed to specify
details that may be requested from Bank Service Users
and ways in which such details may be processed by the
Bank or other parties.

This Privacy Policy also specifies purposes for
which Users’ personal information may be requested or
disclosed.

This Privacy Policy further specifies basic
precautions that Users must follow to keep their
personal information confidential.

This Regulation shall apply exclusively to
information received by the Bank because of use of the
Bank’s Services by Users.

1. User information received and used and purposes
of such use

The Bank collects User information exclusively
for purpose of providing services to Users and for
purposes of informing Users on the Bank’s services
and(or) products; as well as creation, development,
support, management and improvement of the Bank’s
Services; for advertising and marketing purposes; and
for other purposes mentioned in this Privacy Policy.

In this Privacy Policy User information means
personal information that a User passes to the Bank on
his or her own when concluding contract, creating an
account, registering, etc. and while using a Service (full
name, sex, e-mail address, telephone number, etc.); as
well as data transmitted automatically during use of the
Bank’s Services including but not limited to IP address,
characteristics of the mobile device used for access
purpose, platform information and etc.




orpaHnumBasice: [P-ampec, cBeneHuss 0o MOOMIBHOM
YCTpOMCTBE, C KOTOPOrO OCYLIECTBISETCS JOCTYII,
cBesleHHs O Tathopme U T.JI.

IIpu ucnons3oBanuu CepBucoB baHka MoxeT

ObITh  3ampolleHa W TOJydeHa  CJedylomas
nHpopmanus:
Nudopmauus o Iloan3oBartene. Ilpu cozmanumn
YY4eTHOH 3amucH W/WIM  perucTpamuu  baHkoM
3anpamuBaercss uHGopMmanus o  Ilome3oBarene,
Hanpumep, DPUO, mon, mara poxxaeHus (BO3pacrt),
HOMEDp macropra u () JTUIHBIA
(nneHTH(UKAITMOHHBIHN ) HOMED, mara  BBIOAYH
macrnopra, OpraH BBIJABIIMM  Macmopr, ajapec
MIPOKUBAHUS, aApec JJIEKTPOHHON IOYTHl, HOMEp
TesieOoHa, JaHHBIE O MecTe paboOThl, a TaKKe
PEKBH3HUTHl OaHKOBCKMX KapTOUYeK, CYeTOB. baHkoM
TaKke MOXET OBITh 3ampolIeHa JONOJHHUTEIbHAS
nHpopmanus.

IIpu otnensHO nanHoM coriacuu Ilonp3zoBaTesns

bankom Moxer ObITh TONydeHAa WHGOpPMANHs O
KOHTaKTHBIX JaHHBIX Ilonb3oBarens (tenedonHas n/
WIN aJpecHas KHUTa, KOHTakThl B MOOWMJIBHOM
YCTPOMCTBE, HUCTOpPUSl 3BOHKOB, conepkanue CMC
co00IIeHHH).
HNudopmanusi o MOOMIBHOM  yCTpoilicTBe M
¢aiinoBoii cucreme. baHkoM coOuparoTcs JaHHBIE O
MOOMIBHBIX ycTpoiicTBax Ilomb3oBaTenei, Takue Kak
MIPOU3BOJIUTENs U MOJENb YCTPOWCTBA, pa3pelleHHe
SKpaHa YCTPOWCTBa, BEPCUS U SA3BIKOBbIE HACTPOMKHU
OTIepaIiMOHHON CHCTEMBI, YHUKQJIbHBIE
UACHTH(HUKATOPB! YCTPOKUCTBA, JaHHBIE 00 omeparope
MOOWIIEHOW CeTH, HOMepe MOOMIBHOTO TenedoHa.
Kpome Toro, mueHtHdukaTop yCTpoiicTBa M HOMEp
MOOMIBHOTO TeneoHa MOTYT OBITh NPHUBS3aHBI K
ydeTHo# 3anucu [lonb3oBarens.

IIpu otnensHO maHHOM cornacuu Ilonp3oBaTens
bankoM MoxkeT OBITH MOJTydeH JOCTYM K (OTO, BUAEO U

apyruMm  Qaiinam  [lonb3oBatens Ha MOOHIBHOM
YCTPOMWCTBE.

HNudpopmanust o mecronosoxkenun. Cepsucsl banka,
OJIIeP>)KUBAIOLIHE ¢yHKIMIO  TeorpaduIecKkoro
MECTONOI0XKEHUS MOOHIIBHOTO yCTpOHCTBa
onw3oBarens, Mo3BOIAKOT  baHKy — momydvats

HHPOPMALIHIO 0 MecTe (PaKTHIECKOTO MECTOITOIOKEHHS
TTonp3oBarens, Bkmouas panaesle GPS/TJIOHACC,

OTIIpaBIsieMble  MOOWIBHBIM  ycTpoiicTBoM.  [lpm
HCII0JIb30BaHUHU CepBHCOB, banx MoJIy4acT
HHPOPMAIIUIO o CTpaHe MECTOHAXO0KICHUS
ITonp3oBaTens.

Nudopmanuss o cosepmaeMbix omnepanusix. Ilpu
COBEpIIEHUH OIlepaluii OIUIaTBl TOBAapOB M YCIYT,
JICHEXKHBIX TIEPEBOJIOB U Ipouero, bankoM codupatorces
JAHHbIE O MECTE, BPEMEHH U CyYMME COBEpPILEHHBIX
orepanyi, TUI criocoda OIIaThl, JaHHBIE O MPOJIABIIE
W/WIM  TIOCTAaBUIMKE YCIYT, OIMCAHUS IPUYMHBI
COBEpILIEHUs] ONEpallM, €CIU TaKOBble HMEITCA, a
TaKke  HMHYIO  MHQOpMAalUIO,  CBSI3aHHYI0  C
COBEpIIIEHUEM yKa3aHHBIX BBIIIE ONepanuil.

[pu WCTIONBE30BaHIH nHpOpMaIN
ITons3oBareneld baHk pyKOBOACTBYETCS HACTOAILIEH
ITonutukon KOH(HUICHINATBHOCTH, YCIIOBHUSIMU
3aKIJIIOYEHHBIX JOTOBOPOB, a TAKXKE 3aKOHOAATEIbCTBOM
Pecniy6niuku bemapyce.

HNudopmanus 00 ucnosun3opanunn Cepsucos. [lpu
ucnons3oBanun Ilonp3oBatenem Cepsucos, bank

The following information may be requested and
received during consuming of the Bank’s Services:

User information. When a User creates an account and/
or registers, the Bank requests User information such as
full name, sex, birth date (age), passport number and (or)
personal ID number, passport issue date, authority that
issued the passport, residence address, e-mail address,
telephone number, information about place of
employment and details of the bank cards and accounts.
The Bank may also request additional information.

Subject to a User’s separate consent, the Bank may
receive a User’s contact details (telephone and/or
address book, mobile device contacts, phone-call
history, SMS content).

Mobile device and file system information. The Bank
collects details of Users’ mobile devices such as the
mobile device vendor and model, device screen
resolution, operation system version and language
settings, device unique identifiers, mobile network
details and the mobile telephone number. In addition,
the device identifier and the mobile telephone number
may be linked to the User’s account.

Subject to a User’s separate consent, the Bank may
get to photos, videos, and other User’s files on mobile
device.

Location information. The Bank’s Services that
support the User mobile device geographical location
function enable the Bank to receive details of a User’s
actual location including GPS/GLONASS data sent by
a mobile device. The Bank collects information about
country, where the User is located, while the Bank’s
Services are in use.

Transaction information. When goods and/or services
are paid for, when money is transferred, etc., the Bank
collects transaction location, time and amount details,
payment method details, seller and/or service provider
details, details of the reason for the transaction (if any)
and other information related to such transactions.

The Bank shall use and process User information
in accordance with this Privacy Policy, terms of
concluded contracts and legislation of the Republic of
Belarus.

Service usage information.




mony4yaer HWHMOPMAIMIO O Havyalle W OKOHYAHHHU
ucnonb3oBaHuss ~ CepBUCOB,  MPOAOKUTEIBHOCTH
ucrnonb3oBaHus CepBHCOB, MEPEXOAax Ha CTPAHULIBI
(oxpanb1) CepBucoB, a Takke 00 omuOKax,
BO3HUKAIOIIKX B Mpollecce UCTob30BaHusi CepBUCOB.

2. IIpenocrasiienue unpopmauuu Ioub3oBaresieit
TPEeTbUM JIHLIAM

Banmk 6e3 paspemrenus Ilomb3oBaTenmst He
myOMMKyeT W HE  pacKpblBaeT  JIMYHYIO U
KOHQHUISHIINATbHYI0 HH()OPMAIHIO, 32 HUCKIIOYCHHEM
ciy4aeB, yKa3aHHbIX B HacTosuel [lonutuke

bank BmpaBe mpemocTaBiATH HUHPOPMAIHIO
[Tonp3oBareneii cBouM adGUIMPOBAHHBIM JIMIAM
banka. Ilpu s1OoM addunmupoBannsle nuna banka
00s13aHbI IPUAEPIKUBATHCS CTAHAAPTOB, H3JI0KESHHBIX B
Hacrositedt [Tonuruke koHduaeHumansHocTu. bankom
He mpenoctasisiercss uHpopMmauus I[losnp3oBateneit
JIPYTUM OPTaHU3AIAM W/IIH (QU3NIECKUM JUIaM, 3a
HCKJIIOYEHHEM NIEPEUNCIICHHBIX HUKE CITy4acB:
— Ilonb30BaTenb Aaja HAa 3TO cBOe corJacue. [[s
npenocrasieHns bankom nadopmanun [lons3oBareneit
opuInIeckuM W (W) (QU3MYECKHM  JIMIaM, He
adpoumupoBaHHbiIM ¢ baHkoM,  3ampamBaeTcs
JononHuTenbHoe cornnacue Ilonb3oBarenei.
— ITo TPeOGOBAHUIO AeHCTBYIOLIEr0
3aKOHOJATEJIbCTBA. Bankom IIpeJOCTaBIACTCA
nHdopmanus [lonp3oBareneld B TOM ciyuae, eciu

MOJyYCHHUE, HCIONb30BaHHE W PACKPBITHE TaKOM
HHPOPMALUU HEOOXOAMMO C IETBIO0:

*  BBINOJNHEHUS  TpeOOBaHWI  3aKOHOJATEIHCTBA
PecniyOnuku Bemapyce.

. BBISIBJICHUS, TIpeceveHUs 381071 HMHOTO
BOCIIPETIATCTBOBAHUS ~ MOIICHHHYECTBY, a TaKKe
YCTpaHEHHS TEXHHYECKHX cO0oeB WiIH mpobieM
0€30I1aCHOCTH.

BaHKOM MOIYT MPEIOCTaBJIATHCS OO0OOIICHHBIC
oOe3nnueHnble naHHble [lonb3oBareneit CepBucoB
banka IapTHEPaM, TaKuM KaK U3JaTennu,
peKJIaMOIaTe ! U T.I1. (HAIpUMep, C LIEJIbI0 POBEACHHS
CTaTUCTUUYECKHUX U MHBIX UCCIIEOBAHHH).

bank HM npum Kakux OOCTOATENbCTBAX HE
MyOJMUKYyeT JINYHBbIE W KOH(MACHIHMAIbHBIE JaHHbIC,
CBS3aHHBIE ¢  (MHAHCOBOW  WIM  IUIATEXHOH
JeATeNIbHOCTBIO, a TAKXKE MPOYHe UICHTU(PHUKAINOHHbIE
naunble [Tonp3oBaTenei.
3. Mepbl 0€30MaCHOCTH, MHCHOJIb3yeMble [JIsl
coxXpaHeHHs1 KOHQUIEHIHATBHOCTH HHPOPMALUH

bankoM mpeanpuHUMArOTCA BCE BO3MOXKHbBIE
Mepbl Uil oOecredeHuss Oe30MacHOCTH W 3alUThI
nHpopmanuu ITonp3oBareneit oT
HECAHKIIMOHUPOBAHHBIX IIOIIBITOK Jaoctyna,
W3MEHEHHMS, PACKPBITUS WIM YHHUTOXCHHS, a TaKXKe
WHBIX BHJIOB HEHAJUIEXKAIIIETO UCIIOJIb30BAHUS.

[Nonp30Barens 10HKEH XPaHUTh JaHHbIE YUETHON
3aIliCH, TaKhe KaK JIOTHUH U I1apoJib, aBTOPU3AI[OHHBIN
KOJI, BTaifHEe OT TPEThUX JIUII.

[Tonp3oBarens  00s3yeTcss  HE3aMEUIUTENHHO
coobmate banky o mr000M ciIydae TOHO3pEHHS
HECAHKIIMOHUPOBAHHOTO HMCITIOJIb30BAHUA €TO yquHOﬁ
3aIcu.

Cobmronenne Ilomp3oBaTeneM  peKOMEHIAIMA
banxka ITO3BOJIMT obecneynTs MaKCUMAaJIbHYIO
COXPaHHOCTb IpeocTaBlIeHHOW banky nHpopmammu.

While the Bank’s Services are in use, the Bank collects
information about the time Services were launched and
closed, the duration of the Service usage, page surfing
(screen switching) in the Service as well as occurred
crashes and errors.

2. Passing User information to third parties

The Bank doesn’t publish and disclose personal
and confidential information without User’s permission
except cases, mentioned in this Privacy Policy.

The Bank shall be entitled to pass User’s
information to the Bank’s affiliated persons. The Bank’s
affiliated persons shall adhere the standards, provided
by this Privacy Policy. The Bank shall not pass User’s
information to other third party legal entities and/or
private individuals that are not associated with the
Bank except:

— with the User’s consent. A User’s additional
consent is requested by the Bank to pass User’s
information to third party legal entities and (or) private
individuals that are not affiliated with the Bank.

— as required by current legislation. The Bank
provides User’s information if such information is
required to be received, used and disclosed for purposes
of:

+ implementation of legislation requirements of the
Republic of Belarus;

« detecting, stopping and otherwise preventing fraud and
remedy of technical faults or security issues;

The Bank may provide generalized and
depersonalized data of Bank Service Users to partners
such as publishers, advertisers, etc. (e.g. for statistical
and other research purposes).

The Bank under any circumstances will not
publish personal and confidential data User's data
related to transaction or payment activities, as well as
other identification data of the Users.

3. Security measures used to keep information
confidential

The Bank shall take every possible measures to
ensure that User information is secure and protected
from unauthorized access, modification, disclosure or
destruction and other improper use.

A User must keep account details such as the login
and the password secret, authorization code from third
parties.

A User shall promptly inform the Bank of any
suspected unauthorized use of his or her account.

User compliance with the Bank’s
recommendations will help to ensure maximum
protection of information passed to the Bank.




bank oOecrmeunBaeT COOTBETCTBHE OMOIMOTEK,

CTOPOHHHMX  Pa3paOOTYMKOB,  HCIOJIB3YEMBIX B
CepBucax HacTosLEH [TonuTuke
KOH(HICHIINATHHOCTH.

VY nanenue T0JIb30BATENIbCKUX JAHHBIX,

coOpaHHBIX baHkOM B mpoliecce HCMOJIb30BAHUS
CepBHCOB  OCYIIECTBIIIETCSI B  COOTBETCTBHH C
3aKoHOJaTeIbcTBOM PecmyOnuku bemapycs.
4. N3menenne [oauTuku KoHPpUIEHINATHLHOCTH.
I[IpumennMoe 3aKOHOAATEIHCTBO

Bank BmpaBe B 1r000€ BpeMs, B OAHOCTOPOHHEM

NOpAKE BHECTH HW3MEHEHHA M [JONOJHEHHUA B
MOJIOKECHUS HacTosIIeH IHonutnku
KOH(UICHIINATHHOCTH.

Hogas penakuus Tlomutuku

KOH()MACHIIMAILHOCTH BCTYNAET B CHIIy C MOMEHTA ee
pasMmemieHuss B cetu VIHTepHeT, eciu UHHOE He
MPEeJyCMOTPEHO IIOJOXKEHUSAMH HOBOH  pegakIiu
[MonuTHky KOH(UAEHINATEHOCTH.

Bce BoOmpochl, yperyJnmpoBaHHbIE HacTOAIICH
[NonuTHKO#H KOH(PHUACHINATEHOCTH AOJKHBI PEIIaThCs
B COOTBETCTBHM C 3aKOHOJATENbCTBOM PecmyOnmkn
benapycs.

The Bank ensures compliance of the third party
frameworks, used in the Services, with this Privacy
Policy.

User’s data, collected during Service usage period, to be
removed in accordance with the legislation of the
Republic of Belarus.

4. Changes to this Privacy Policy. Applicable
legislation

The Bank shall be entitled to unilaterally update
and change provisions of this Privacy Policy at any time.

Any new version of the Privacy Policy shall be
effective from its publishing on the Internet unless
otherwise provided in such new version of the Privacy
Policy.

All other issues that are not settled by this Privacy
Policy shall be solved in accordance with the legislation
of the Republic of Belarus.




